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3ATBEP/JKEHO

Haxazom I'enepanshoro [upexropa
“TOB, «BA «Ilpucras Ykpaina»

MMOJIOXKEHHSA
IIpo oGpoOKy i 3aXHCT NEepPCOHANBLHUX JAHUX

1. Ilpu3zHayvenns i 06;1acTh 3aCTOCYBaHHSA

1.1. TlonoxkeHHs Mpo opraHizauifo Ta 3a0e3MeYeHHA 3aXHCTy NMEepCOHANBHUX naHux y TOB
«BOPI'OBA ATEHL{IS «IIPUCTAB YKPATHA» nprsHadeHe Aisi OpraHisalii Ta IpoBeIeHHS
3aXO0/IiB IO/10 3a0e3MeueHHs 3aXHCTY IEPCOHATBHUX JaHHUX BiIMOBIHO 10 BAMOT 3aKOHY Y KpaiHu
«ITpo 3aXMCT NEPCOHAIBHUX JAHHX.

1.2. TIonosxxeHHs: BU3HAYa€ MOPSIOK OpraHizaiii po6iT, BUMOT, IPABMII i peKOMEH A mOo/10
3a6e3MneucHHs 3aXHCTy mnepcoHanbHuXx naHux y TOB «bOPI'OBA ATEHIIIA «IIPUCTAB
VKPATHA».

1.3. ITonosxenns € nokansHMM HOpMaTUBHUM npaBoBuM aktroM TOB « BOPI'OBA ATEHILIIA
«ITPUCTAB VYKPAIHA» (mapani TosapuctBo abo Komekropchka kommawis). Bumorw
TTonoxenHs 0GOB'S3KOBI i BHKOHAHHS BCiMa MNpaniBHMKaMH, fKi JomymeHi 10 o6poGku
NIEPCOHANIBHUX NAaHHUX.

2. Tepminu Ta CKOpPOYEHHS

ICIIqu Indopmauiiita cucTeMa EpCOHAIBHUX JaHHX

JIOC JlokanpHa 004HCIIOBalIbHA MEpeXKa

HCJ HecankuionoBanuii foctyn

[ [lepconansHi nani

I3 ITporpamue 3a6e3nedyeHHs

331 3acobu 3axucty iHpopmarlii

C3M1/1a Cucrema (migcucremMa) 3aXUCTy NEPCOHATBHAX JAHUX
3y 3akoH Ykpainu
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ABTOMaTH30BaHa 00po0ka mepcoHAJIbHHX JaHHX - oOpoOka NEepcOHANbHUX ITaHHMX 32
JIOIIOMOT'OX0 3aC00iB OOUMCITIOBAIBLHOI TEXHIKH.

BiokyBaHHSI MepPCOHAJbLHHX AAHHX - THMYAacOBe NPUNHMHEHHSA OOPOOKH MepCOHATBHHX
JaHuX (3a BAHATKOM BHIIA/IKIB, SKIO 00poGKa HeOOXiAHA IS YTOYHEHHS IEPCOHAIBHUX JaHUX ).

Bipyc (xomn'woTepHmii, mporpamMHmii) - mnporpaMHWii KOJA, [I0 BHUKOHyeThcs abo
iHTepnipeToBaHMii Ha0ip IHCTPYKLUii, IIO BOJIOAIE BJIACTHBOCTSAMH HECAHKLIOHOBAHOT'O
PO3IMOBCIO/KEHHS Ta CaMOBiATBOpeHHA. CTBOpeHi AyOmikaTH KOMIT'IOTEPHOIO BipyCy He 3aBXKIU
30iraloTbCsi 3 OpuUriHaioMm, ane 30epiraloTe 3[aTHICTE [0 MNOAAIBIIONO MOLIMPEHHS Ta
CaMOBITBOPEHHS.

IlkianuBa mporpama - nporpaMa, NpU3HadeHa LIA 3IMCHEHHS HECAHKIIOHOBAHOTO
noctyiy i (a6o) BIuMBY Ha nepcoHalbHi NaHi a6o pecypcH iHpopManifHOT CHCTEMH NEPCOHATBHUX
JaHUX.

Joctyn fo ingopmauii - MOXITHBICTE OTpUMaHHS iH(opMailii Ta il BAKOPUCTAHHS.

Indopmanisi, mo 3axHINAETHCA - iHpOpMAILlis, IO € MPeAMETOM BJIACHOCTI Ta MiJJIArae
3aXHCTy, BIAMOBIAHO 0 BHMOI TPABOBHX AOKYMEHTIB a00 BHMOT, BCTAHOBJICHHX BJIACHHKOM
iHdopmamii.

InenTadikanin - npuBnacHeHHa cyG'ektaM Ta o0'ekTaM moctymy iaeHTHdikaropa i (abo)
NopiBHAHHA ieHTH(IKaTOpa, MO Npex’ ABISEThCA, 3 [lepenikoM NpUBIacHEHHX iAeHTH]IKATOPIB.

Indopmanis - BigoMocTi (MOBiJOMJIEHHS, /JaH1) HE3aJIE)XKHO Bifl GOPMH iX MOJaHHS.

Indopmaniiina cHcTEeMa NEPCOHANBHHX AAHMX - CYKYMHICTh MICTATBCA B Gaszax HNaHUX
NICPCOHANBHUX JaHUX Ta 3a0e3nedyloTh iXx oOpoOKy iH(GOpMaLiHHMX TEXHOJOTIH 1 TEXHIYHMX
3aco0iB.

Indopmauniiini Texnonorii - mpouecu, Meronu mnomyky, 36opy, 36epiranHs, o6pobku,
HaJIaHHs, NOMIMPEeHHs iHopMalii Ta ciocobu 3iiCHEHHS TAKUX IPOLECIB i METO/IB.

KonTpoaboBana 30Ha - npoctip (Teputopis, OyaiBis, yacTuHa OyniBii, IPUMIIIEHHS), B
AKOMY BHIJIIOYEHE HEKOHTPOJIBOBAHE IepeOyBaHHA CTOPOHHIX OCi6, a TakoX< TPaHCIOPTHHX,
TEeXHIYHHUX Ta IHIIHUX MaTepiaibHUX 3ac00iB.

Marepiansuuii HOCil nepcoHaILHMX TaHMX (Aadi MaTepiabHuIl Hocil) - MaTepianTbHUI
00'€KT, 110 BUKOPHCTOBYETHCS UIA 3aKpilUIeHHs Ta 30epiraHns iHpopmauii. B nanomy [MonoxenHi
I MaTepiaJIbHAUM HOCIEM PO3YMIETHCS MAIePOBHii JOKYMEHT, IHCK, JUCKeTa, (em-kapTa i T.IL.

MixkmepexeBuii ekpaH - JOKalnbHUI (OJHOKOMIOHEHTHHH) abo QyHKIIOHATBHO-
PO3MOoAiICH I porpaMHuii (IporpaMHO-anapaTHuUit) 3acié (KOMIUIEKC), o peasli3ye KOHTPOJIb 3a
iHdopMmalii€ro, o HAAXOAUTH B IHGOPMAIIIHHY CHCTEMY MEPCOHAIBHUX JaHUX Ta (a60) BUXOAUTH
3 iHpopManiifHOi cHCTEMH.

Hecankuionosanuii gocryn (HecanxkuionoBawmi aii) - nocryn o indopmanii aGo mii 3
iHpopMalli€lo, M0 MOPYIIyIOTh NpaBHjla PO3MEXYBaHHS JIOCTYIYy 3 BHKOPHCTaHHSM INTaTHHUX
Ba886in, 118 raAIA LA irrd SPrrateifieenen ey SIPSTSLIALIIY FTS8 8 STTANLITIIN AT,
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O6po6ka nepcoHaNbLHUX JAHHX - Oyab-sKa Jis a6o CyKynHicTh Ail, TakuX K 30HpaHHs,
peecTpanis, HAKONMYCHHA, 30CpiraHHA, aJanTyBAIILs, 3MiNa, TNOHOBJIEHHS, BHKOPHUCTaHHS |
TIOIIMPEHHs (PO3MOBCIO/KEHHS, pearizallis, epeada), 3He0COOICHHS, 3HAIICHHS NEPCOHATbHAX
JAHHX, Y TOMY 9HCITi 3 BAKOPHCTAHHAM iHDOpMALifiHHX (ABTOMATH30BaHKX) CHCTEM.

Texuiuni 3acobm indopmauiiiHoi CHCTeMH mNepCOHANbLHHX JAaHHX - 3aC00H
0GUHMCITIOBATBHOI TEXHIKH, iH(OpMaINiiHO-0GUMCIIIOBATBHI KOMIUIEKCH Ta Mepexi, 3acobu Ta
CHCTEMH IHepefadi, npuiiomy Ta o06pobku I1/Jn (3acobm Ta CHCTEMH 3BYKO3aIHCY,
3BYKOMIJICHICHHSA, 3BYKOBIATBOPEHHS, TIEPErOBOPHi Ta TeNeBi3ifiHi MpHCTPOI, 3acobu
BHTOTOBJICHHS, THPAXXyBaHHs JOKyMEHTIB Ta iHIII TeXHiuHi 3aco6u 0OGpOOKM MOBHOI, rpadivHoi,
Bimeo- i mitepo-mmbpoBoi indopmanuii), nporpamui 3acobu (omepauiliHi CHCTEMH, CHCTEMH
yrpaBliHHA 6a3aMH IAHUX TOIIO), 3aCO0H 3aXHCTy iHpopMaIlii.

Iepconannbni fami - BiIOMOCTI 4M CyKyNHIiCTH BimoMocTeil mpo ¢ismuny ocoOy, ska
ineHTHdiKOBaHA 260 MOXKe OYTH KOHKPETHO iIeHTH(]iKOBaHA.

IpaBuia po3MeKyBaHHs AOCTYNY - CYKYNHICTb MNpaBii, WO PerjJaMeHTYIOTh NpaBa
noctymy cy6'ekTiB JocTymy 10 00'€KTiB JOCTYIIY.

Tporpamue (MpOrpaMHO-MaTeMATH4HE) BILIHB - HECAHKIIOHOBAHWH BIUIUB Ha PeCypcH
iHpopMaNiliHOT cHCTEMH, IO 3AIHCHIOETHCS 3 BAKOPHCTAHHAM IIKi/UIMBHX NPOTpam.

Pecypc indopmaniiiHoi cHCTeMH - iIMEHOBaHWI €JI€MEHT CHCTEMHOIO NpPHUKJIAJHOrO abo
anapatHoro 3abesnedenns GpyHKIOHYBaHHA iHGOpMALiHHOT CHCTEMH.

3aci6 064HC/II0BAILHOI TEXHIKH - CYKYIIHICT IIPOrPaMHKX i TEXHIYHHX €JIEMEHTIB CHCTEM
06po6KH NaHuX, 31aTHAX GYHKUIOHYBAaTH CAMOCTIHHO 200 B CK/Ia/l] HIIKX CHCTEM.

Cy6'exT aoctyny (cy6'exr) - ocoba abo mpouec, Aii SKOro pernaMeHTYIOThCs NPaBHIaMH
PO3MEXKYBaHHS JOCTYILY.

3HHIIEHHS NEePCOHATBHHX AAHHX - i, B Pe3y/IbTAaTi AKHX CTA€ HEMOXUIMBHM BiJIHOBHTH
3MiCT epCOHANBHAX JAHMX B iHdopMauiiiHiii cucTeMi IepCOHATHIX TaHUX Ta (a60) B pe3yIbTaTi
AKHX 3HMILYIOTHCS MaTepialbHi HOCIT MEPCOHATBHUX JaHUX.

LlisticuicTs indopmanii - 3naTHiCTh 3ac00y 0GYHCTIOBATEHOI TeXHiKH a60 iHdopmauiiHOT
cucTeMH 3abe3neuyBaTH He3MiHHICTH iH(OpMALli B yMOBaX BHIAAKOBOIO i / ab0 HABMUCHOTO
BMKPHBIICHHS (pyHHYyBaHHA).

3. 3arajabHi N0JI0KEHHS

3.1. HeoOXimHicTh MpOBENEHHA 3aXOiB WIOAO 3aXMCTy MepCOHaIbHMX Aanux B TOB
«BOPI'OBA ATEHIIIA «ITPUCTAB VKPATHA» Bu3HauaeThes:

o 3akonoM Ykpaiuu Bix 01.06.2010 p Ne 2297-VI «I1po 3aXHCT NEPCOHATBHHUX TAHUX);

e Hakasom YnosHosaxenoro Bepxosroi Pamu Vkpainu 3 npas moaunu Bix 08.01.2014 p. Ne
1/02-14 «I1po 3aTBEpPIKECHHA NOKYMEHTIB y ¢()epi 3aXHCTY NEPCOHATBHUX JAHHX);
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e Konsenuicro Pamn €Bpomu Nel08 «IIpo 3axmct oci6 y 3B’s3Ky 3 aBTOMAaTH30BaHOIO
06pOGKOIO NEPCOHATIBHAX JaHMX MIOJ0 OPraHiB HATMISAY Ta TPAHCKOPJOHHHUX MOTOKIB JaHUX).

3.2. Meroro 3axucty IIJlH € 3amobiraHHs MOXJIMBOrO BHTOKY iHQopmauii i (abo)
HECAHKI[IOHOBAHOT'O T4 HEHABMHCHOI 3MiHU 200 pyiHyBaHHs I1/1H.

3.3. Bukonanus 3axofiB mozo 3axucty [1/IH mo3Bonse 3abe3neynTH 3aXHCT MpaB i cBOGOA
JIO[IMHHA T4 FPOMASHUAHA MPU 06pobui HOro NepCOHANIBPHUX JAAHUX, Y TOMY YHCII 3aXHCT MPaB Ha
HEIOTOPKAHHICTh IPUBATHOI'O XKUTTSA, OCOOHUCTY Ta CiMEHHY Ta€MHHIUIO.

3.4. 3axuwer I/l HocsracTbcsi BHKOHAHHAM KOMIUIEKCY OpraHisalifHMX 3axoiB Ta
3aCTOCYBaHHAM 3aco0iB 3axMcTy iH(opMauil Bil HECAHKIIIOHOBAHOIO JOCTYMy, NpPOrpaMHO-
MaTeMaTHYHMX BIUIMBIB 3 METOI0 TMOpYLIeHHs IiTicHocTi (Monudikamii, 3HMIEHHS) Ta
JOCTYIHOCTI iH(popMauii B mpoieci ii 06po6ky, nepeaui Ta 36epiraHHs, a TAKOX MpaLe3AaTHOCTI
TEXHIYHUX 3aCO0IB.

3.5. Vi npauisauku, mo obpobusrors [1/]n i 3a6e3nedyrors 3axuct I1/[H, noBuHHI GyTH
o3HaiiomuieHi 3 uum [MonoxeHHAM mij miamuc.

4, IlepcoHaubHIi AaHi, 0 NiAIATAI0TH 3aXHCTY

4.1. TlepcoHanbHi JaHi, MO MiLIATAIOTH 3aXUCTY, 3aTBEPKYIOTECA Haka3oM aupexropa TOB
«BOPTOBA ATEHIIIS «IIPUCTAB VYKPAIHA» y Burmami Ilepeniky o6pobmoBannx

NEPCOHAIIBHUX JJaHUX.

4.2. 3MiHM, JONOBHEHHS TMepeNiKy MNepCOHAlbHUX JaHWX, mo obpobmssiotecs B TOB
«BOPI'OBA ATEHIIIA «(ITPUCTAB YKPATHAY, 31ilicHIOIOTECS HA MiACTaBi iH(pOpMALii, mo
HA/Ia€ThCd MpalliBHUKAM Ta KepiBHUKAMH Mifpo3/itiB, siki o6pobistors I1JIH npH BHKOHAHHI
nocaioBUX 000B'A3KiB.

4.3. Tlepconanbhi nani, mo miysraots 3axucty B TOB «bBOPITOBA AI'EHLIA «[TPUCTAB
VKPATHA», Takox nanatotses Kpeuronasuem y Burisi EneKkTpoHHOro peectpy GOpXHUKIB Ha
nizicTasi areaTcekoro gorosopy Mk Kpemuropom ta TOB «BOPI'OBA AT'EHLIA «TTPUCTAB
VYKPATHA».

5. Opranizauiiina cucrema 3a6esneuenns Oesnexu ITn
5.1. 1o ckiaay opraHizamiidHoi cuctemu 3a0e3neuenns Oe3nexu I1/In ToBapucTBa BXOIATE:
e Tenepanbuuii Jlupextop TOB «<BOPTOBA ATEHLIIS «(ITPUCTAB YKPATHA»;
e oco0a, BiIMOBiAaTbHA 3a OpraHizaniro 06po0KkH nepcoHaNbHUX JaHHX;,
e npauiBHuKH Bigainy iHpopMaliiiHUX TEXHONOTIi;
e KepiBHHMKH ITiPO3/ILTiB, MpalliBHAKAaM KX HagaHo noctyn 1o I1/1H;

e mpauiBHUKH, skuM HagaHo noctyn xo [1/1x (ICTTIn kopucTyBaui).
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5.2. 3araneHe KepiBHMITBO opraHizamielo poGit i3 3axucry I1JIn 3xilicHioe I'enepanbHuit
Jupextop ToBapuctsa.

5.3. Ocoba, BiamoBigaibHa 3a OpraHizalilo OOpOOKM NEPCOHAIBHHX JaHHX, B MeXax
3aGe3neuenns Gesneku I1/[H BUKOHYE Taki (yHKLIi:

® OpraHi3oBy€ NPOLECH PO3POOKH, 3aTBEPUKEHHS Ta KOPUI'YBaHH: JIOKaJIbHUX IPaBOBUX aKTiB
o0 3a6esneuenns 6e3nexu [1/1H;

e 37iliCHIOE BHYTPILIHil KOHTPOJb 3a JOTpUMaHHAM ToBapHucTBa i #oro mnpaniBHMKaMu
3aKOHO/IaBCTBA YKpaiHHM MPO MEpCOHANbHI JaHi, Y TOMY YHCIi BEMOT [0 3aXHCTy NEPCOHALHUX
JaHUX;

e JOBOAMTH N0 BigoMa mpauiBHHKIB ToBapuCTBa MOJIOXKEHHS 3aKOHOAABCTBA YKpaiHW Mpo
3axuct [1/1H, TOKanbHKUX aKTiB 3 muTaHs 00po6ku I1/1H, BUMor 1o 3axucty I1/[H.

5.4. 3 wumcna mnpauiBHHKIB Bimginy iHpopMmauiifiHMX TeXHOJOriH NpHU3HAYAIOTBECS
aaminictpatopu Gesnexn. OGo's3ku aamiHicTpaTopiB Ges3NekH, BIANOBIJAIBHMX 3a 3aXUCT
indopmaii, Bu3HauaroTecs IHCTpyKLieto agminicTpaTopam 6esneku ICTT/IH i BKoYa0Th:

e aIMiHICTpYBaHHS, KOHTPOJIb PALIE3IATHOCTI i aHaJ3 pe3ybTaTiB pobOTH 3ac06iB 3aXHCTY
inpopmauii ICI1/1s;

® KOHTPOJIb [ifNBHOCTI CTPYKTypHHX migpo3ainie ToBapucTBa MO BHKOHAHHIO HUMHM
BCTaHOBJIEHHX BHUMOT 3a0e3nedyenns Oe3meku [1/{x B ICI1/ln ToBapucTsa.

e BuUsiBNIeHHA Ta posciigyBanHs cnpo6 HCJ, indopmyBaHHS KepiBHMLITBa Npo (akTH
NOPYILIEHHSA BCTAaHOBJIEHOTO MOPAAKY pobiT i cnpo6ax HCJI no indopmalifinux pecypcis;

e NpoBe/IeHHs NepioauyHuX nepesipok 3axumenocti ICT1/1x;

e MiZAroTOBKa MPOMO3MLiH MO0 BIOCKOHAICHHS Ta pealisallilo 3aX0/iB o0 3a6e3neueHHs

6e3nexu [1]{H B ICTI/I.
5.5. Bimain indopmauiitnux Texnonoriil B Mexax aaMinictpysanns ICIT/In snificHioe:
® CHCTEMHE aJMiHICTpyBaHHs cepBepiB, MEPEKeBOTo 00J1aTHaHHA;
e ajminictpyBanns npuknagaux cucreM ICI1/{H, po6ounx cranuiit ICII{n ToBapucTsa.

5.6. Binain indopmauitinux rexuonorili B Mesxax 3a6e3neuenns 3axucty I1/{u sxilicHioe Taki
byHKii:

e BHOCHTh 3MiHM Yy CIHCOK KOPHCTyBadiB 1 3JifiCHIOE BIINOBIHI HalAITYBaHHS
3aransHocHcTeMHoro I13;

e 37iliCHIOE aAMiHiCTpYBaHHs 3ac00iB aHTHBIPYCHOIO 3aXHCTY,

e 3a0e3nedye MiArOTOBKY IPOMO3MLIM MOJO0 BIOCKOHAIEHHHA Ta peanisallii 3axoiB 1010
3a6esneuenns 6esnexu [1/1a B ICI1/1H;
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e 3iliCHIOE B3a€MOJIIIO 3i CTPYKTYPHHMH Hiapo3aiiamMu ToBapucTsa,

5.7. KepiBHUKH MiApPO3ALTiB, MPAL[iBHUKAM AKHMX HaJaHO HOCTYM 10 I1/IH, y3ro/KyioTh 3asBKY
Ha JIOMyCK KopHcTyBadiB 10 06po6ku 11 B ICII/IH. 3abe3nedyiots Gesneky I1/1H i BUKOHAHHS
3aXOZiB MO0 3aXMCTY B Miaposainax TosapucTsa. [OTYIOTh HEOOXiNHI 1 BUKOHAHHA (QyHKIiH
Migpo3ily NpoOno3Muii WIOAO BHECEHHS 3MiH [0 TMepeNiKy NEePCOHANIBHAX [aHMX, IIO0
06po6TIOIOTECA, NEpeNiK MPaLliBHAKIB, JOMYIIEHHX 10 06pOOKH NepCOHAIBHAX TaHNUX.

5.8. TlpamiBHMKH, AKMM HagaHo HOCTYN A0 oOpoOku IIJln B Mexax o6pobku Ges
BHKOPHCTAHHA 3aco6iB aBTOMaTH3alii, Ge3rocepeIHbo peanisyloTh OpraHi3auiiHi 3aX0aH MO0
3a6e3neuenns 36epexenHs HociiB I1/[H i BHKOHaHHS MpOLENYp IIOAO JOTPHUMAHHS BHMOI
3aKOHOJJABCTBA.

5.9. [pauiBHUKH, AKMM HagaHo nocTyn Ao o6po6ku ITJIH B ICTI/TH (xopuctysaui ICII/H)
Ge3rnocepelHBO peanizyoTh BUMOrd Oesmexu iHdopmanii, npuiinsti mis ICIT/IH, BHKOHYIOTH
BCTaHOBJIEH] pexxumu 3axucty [1/1H, 3a6e3meuyroTh CyBOpe BUKOHAHHS 3alpONIOHOBAHMX NPaBHII
Oesnexu iHboOpMaIii.

6. 3axucr I1In npu o6poOui B indpopManiiHHX CHCTEMaX MEPCOHATBHHX JAHHX

6.1. 3axoanm moxo 3alesneuennsi Ge3nekH NMepcOHAIBLHHX JAHMX NpH ix obpobui B
indopmauiiinux cHcTEMaxX BKIIOYAI0Th B cele:

e BH3HAYCHHA 3arpo3 Gesmeli nepcoHaNbHIX JaHUX npH ix 06pobui B ICTI/IH, GopmysanHs
Ha 1X OCHOBI MOJIelli 3arpos;

e po3pobKy MojeNli TMOpYIIHHKa NpH BHKOPHCTaHHI Kpunrorpadiuamx 3acobis i
3abe3neyeHHs Oe3neKu NEPCOHATBHUX NaHMX;,

e Bu3HAaYeHHs HeoOXigHOro piBHs 3axuimeHocti [1/{n nmpu ix 06pobui B ICTIH;

e pO3poOKy Ha OCHOBi MOJEJi 3arpo3 i MOAeli MOPYIIHUKA 3 ypaXyBaHHSAM HEOOXiHOro
piBHsa 3axumenocti IT/IH, CHCTEMH 3aXHMCTy MEPCOHAIBHHX JaHHX, IO 3a6e3nedye HeHTpanizauilo
niepe0avdyBaHHX 3arpos;

e  3aCTOCYBaHHS NPOILELYP, IO NPOMILIA B yCTAHOBJICHOMY NOPSIKY OLIHKY Bi/NOBiHOCTI
3ac00iB 3axucTy iHpOpMAIlii;

® ONHC CHCTEMH 3aXHUCTY MEPCOHAIIBHUX JAHUX;

e BCTAaHOBJICHHS Ta BBEICHHA B €KCIUTyaTallilo 3aco0iB 3axucTy iH(opMaii, BiImoBigHO 10
eKCIUTyaTalifHOI Ta TEXHIYHO JIOKyMEHTallii;

e  HaBuYaHHA 0Ci0, AKi BUKOPHCTOBYIOTH 3acO0HU 3aXHCTy iH(OpMaLlii, IO 3aCTOCOBYIOTHCA B
iHpopMaLifHAX CHCTeMaX, IpaBUIaM pobOTH 3 HUMH;

e OUIHKYy e(EKTHBHOCTI BXMTHX 3aXOAiB, OO 3a0e3neyeHHA Oe3NeKH NEePCOHATBHHX
JQININ, 10 DDEJAII D @UCIUTYATALIIO iH(OpMALIiHOT cCTeMIA TTPPCOHATTRHIY TAHWX
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e BCTaHOBJEHHA NPABHJI AOCTYNy N0 NEPCOHAIBHHUX [aHMX, IO OOpoOmOITECS B
iHdopmaiiHii cHCTeMi MEPCOHATBHAX AAHUX, a TAKOXK 3a0e3MeYeHHAM peecTpaii Ta o6liKy BCix
Jili, BYNHEHHX 3 IEPCOHATILHUMHE JAHMMH B iHQopMawiliHili cHCTeMi NEepCOHATBHUX JIaHHX;

e 061K 3ac06iB 3axucTy iHpoOpMallii, eKCIUTyaTaliifHOI Ta TeXHIYHOI JOKyMEHTANil 10 HUX,
MalIMHHUX HOCIIB EPCOHAIBHUX JAHUX, IO 3aCTOCOBYIOTHCH,

e 06mik oci6, JomymeHnX 10 06po6KU NepCOHANIBHUX JAHKX B iHpOpMaLiiHil cHCTeMI;

® KOHTpPOIJIb 3a HpHﬁHﬂTHMH 3axojamMu moao 3a0e3neueHHs Oe3rneKku NEPCOHATIBHUX NaHUX Ta

piBHA 3aXMINEHOCTI iHGOPMAIIMHUX CHCTEM NEPCOHAIBHMX IaHMX, BKIIOYal0YH KOHTPOJb 32
JOTPHMAaHHIM YMOB BHKOPHCTaHHS 3ac00iB 3aXMCTy iH(popMallii, nepe6ayeHux eKcIulyaTamniiHo0

1 TEXHIYHOIO JOKYMEHTALII€I0;

e pO3MIAJ i CKIAJaHHA BHCHOBKIB 3 (h)aKTaMu HEJIOTPUMAHHSA yMOB 30epiraHHS MallMHHHX
HOCIiB IIEpCOHATIHUX JaHUX, BAKOPHCTAHHS 3ac00iB 3aXHCTy iHpOopMaIlii, 1Ki MOXyTh IPU3BECTH JI0
NOpyIUIeHHs KOH(iIeHUiHOCTI MepcoHaNbHUX JaHMX ab0 iHIMX MOPYIUeHb, IO NMPHU3BOAMTH N0
3HIDKCHHS PpiBHS 3aXHINEHOCTI NEPCOHAJBHUX JaHHMX, PO3pOOKY Ta BXKHTTS 3aXO[iB LIOZO
3ano6iraHHs MOXIMBHX HeOe3MmeuHHX HAaCliKiB NOAIOHUX MOpYIIEHb,

® BXWTTS 3aXOJiB, y pa3i BUABIEHHs (aKTiB HECAHKIIIOHOBAHOTO JOCTYMY /IO MEPCOHATIBHUX
JaHHX;

e BiJHOBJICHHA MEPCOHANBHHX [aHHX, MOAU(IKOBAaHMX ab0 3HHMINEHHMX BHACIIIOK
HECAHKI[IOHOBAHOT'O OCTYIy [I0 HHX.

6.2. MeToau i cniocoGH 3aXHCTY NEPCOHAIbHAX AaHHX BKJII0YAI0Th B cebe:

e peanizaiilo J03BUTHHOI CHCTEMH JOMYCKY KOPHCTYBadiB 10 iHGopmawiliHHX pecypcis,
iHdopManiiHOl CHCTEMH Ta NOB'A3aHUM 3 il BUKOPHCTaHHSAM po6OTaMH, JOKyMEHTaMu;

® pO3MeXyBaHH:A JOCTYITy KOPHCTYBaviB 10 iHGOpMaLiiHUX pecypciB, MporpaMHUM 3acobam
00poOkH (mepeaadi) Ta 3aXUCTy iHGOpMaIlii;

e peecTpamilo Jifi KOpHMCTyBadiB, KOHTPOJb HECAHKLIOHOBAHOTO JOCTYNMy Ta Jii
KOPHCTYBadiB, CTOPOHHIX 0Ci0;

e 00nik i 36epiraHHs 3MiHHEX HOCiiB iH(opmamii, iX 00ir, MO BHKIIOYAE PO3KPaJaHHA,
MiAMIHY T 3HUINEHHS;

e pe3epByBaHHS TEXHIYHMX 3ac00iB, Ay6iIIOBaHHA MacHBiB i HOCIiB iHpOpManii;
e BHKOPHMCTAHHS 3aXHMIIEHAX KaHANTIB 3B'A3KY;

e pO3MilleHHs! TeXHIUHMX 3acOGiB, IO JO3BONSIOTH 3jificHIOBaTH 06pOOKY MepCOHANBHUX
JaHWX, TUTBKM B MEXaX TEPHTOpii, IO OXOPOHSEThCH (poOodui CTaHIl, cepBepH, KOMyTalliiiHe
00J1aTHAHHS, MEPEXKEB] IPUHTEPH);

e opranizamiio (i3WYHOr0 3aXMCTy NPHMIIEHb i TEXHIYHHMX 3ac06iB, O 03BOJAIOTH
3A1iHcHIOBaTH OGPOGKY MepCOHANbHUX IaHUX;
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e 3anoGiraHHs BOPOBAPKEHHs B iH(QOpMALiiHi CHCTEMH WIKIUTMBMX mporpaM (Tporpam-
BipyciB) i IPOrPaMHUX 3aKJIA/IOK 3 BUKOPHCTAHHSM 3ac06iB aHTHBIPYCHOTO 3aXHCTY.

6.3. Tlopsxok po3polKH, BBeAeHHs B Aito Ta excruryatanii C3I1/1n

6.3.1. besnexa I1Jln mpu ix o6poGui B iHpopMaliiiHHX cucTemax 3abe3nedyeThes 3a
JOTIOMOT'O0 CHCTEMH 3aXHCTy nepconanbaux aanux (C3T1/H), 0 BKIIOYAE Oprai3aliiHi 3aXoH
Ta 3aco6M 3axHCTy iH(popmalii, a Takox iHdopManiiiHi TexHONOri], O BHKOPHCTOBYIOTECS B
inpopmauiiinii cucremi.

6.3.2. Bumoru mozo 3axucry I1JIa ans koxuoi ICII/IH noBuHHI hOpMyBaTHCS y BHIVIALI
TexHiuHOTO 3aBaanHs Ha crBopenns C3I1/1n B ICT1/{u Ha erami po3po6ku (Monepaizauii) ICTI/IH.

6.4. Jl03BiIbHA CHCTEMA IONYCKY KOPHCTYBa4iB 1o indopmauiiinux pecypcis

6.4.1. PosMexcyBaHHs 10CTymy A0 iHpopMaUi#HuX pecypcis, mo MicTaTe [1/lH, noBHHHO
3piticHioBaTHCs Ha mincTaBi ITepeniky mimpo3aiiiB Ta MocaJoBHX oci0, JOMymEHHX [0 0OGpOOKH
nepconansuux gauux y TOB «BOPTOBA ATEHLIIA «I[TPUCTAB».

6.4.2. Jleramizalis TOBHOBa)XEHL KOPUCTYBadiB mo JocTymy po pecypciB ICIIJIH
JOKyMEHTYeTbc B Matpuui JocTymy, fika € eKcrutyarauifinim moxymentom ICIIJIa. Benenns
MATpHIli JIOCTYIly Ta BHECEHHs BIANOBIAHMX 3MiH B HANAWITYBaHH] 3aCO0IB PO3MEXYBaHHA IpaB
noctymy xopuctysadis ICI1/I1 3aikicHioeTses npaniBukamu Bigainy IT.

6.4.3. Ha nepiomuunili ocHori a6o micnst xoxuoi 3Minu B ICIT/In npauisanku simtity 1T
IOBHHHI TIPOBOJMTH TEPEBipKy BiINOBINHOCTI NpaB KOPHCTyBauiB, Bu3HadeHuX Ilepesixom
MiAPO3ALNB TAa MOCANOBHX OCi6, JomymeHHX 10 0OpobkM mepcoHansHux nawux y TOB
«BOPT'OBA ATEHLIIA «ITIPUCTAB» 3 Matpuneto nocrymy ICIT/IH i nirounmu npaBamu 10CTyITy
1o ICTT/In.

6.5. PeecTpauis il kopucTyBa4is

6.5.1. PeecTpauis aiii KOpuCTyBa4iB, NMOBMHHA 3MIiHCHIOBATHCA 3ac00aMM CHCTEMHOTO
nporpamaoro 3a6e3nedenns Ta 331 ICTI/Ix.

6.5.2. TinasraioTs 060B'A3K0BIH peecTpalii HacTYNHi onepauii, 3aificHioBani B ICTIIH:

- peecTpauis BxoAy (BUXO/Y) KOPHCTYBadiB B CHCTEMY (3 CHCTEMH), 300 peecTpallis 3aBaHTaKEHHS
Ta iHilianizanii onepaniiiHoi cucTeMH i il MPOrpaMHOro 3yNUHEHHS,

- peecTpalis 3amycKy (3aBepLICHHs) MpOrpaM i MpoueciB (3aBiaHb, 3aa4), NPU3HAYCHUX VLA
06pOOKH NMepcOHANLHUX AaHHX;

- peectpalis cnpo6 OCTYIy MPOrpaMHHMX 3acobiB (Hporpam, MpOLECIB, 3aBJaHB, 3aBJaHb) /10
¢aiti, Mo 3aXHINEHi;

- peecTpauis cnpo6 JOCTYIy POrpaMHMX 3ac00iB, 0 1OAATKOBUX 3aXHIICHUX 006'eKTiB JOCTYIY.

6.6. PesepByBaHHS TeXHIYHHX 32¢00iB, 1y0.1I0BAHHS MACHBIB i HOCIIB iHpopManil
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6.6.1. 3aGe3neuenns uiticHocTi Ta HoctymHocTi T1/[H, MPOrpaMHMX i amapaTHMX 3aco0iB
ICII/IH, a Takox 3aco6iB 3aXHCTy, TMpH iX BUTAIKOBil aGo HaBMHUCHiN Momudikanii, TOBUHHO
3MilCHIOBATHCA 3a JONOMOIOK pE3epBHOTO KOMilOBaHHs (AyO/oBaHHS MacHBIB 1 HOCIIB

iHbopmanii) 06po6moBannx Aanux, pesepsysanns enementis [CIT/IH.

6.6.2. Jins 3a6e3nedenns niticaocti ICT1/{H NOBHHHI BHKOHYBaTHCS HACTYIIHI 3aXO0/H OO
pe3epByBaHHA:

e pesepBHi Komii iHhOpMauiliHUX pecypciB, mo Mictate I1/lH, NOBHMHHI 30epiraTucs y
CreLiaTbHO BHALIEHOMY MiCIli, TEPHTOpiaTbHO BifIaIeHOMY Bill MicIa 06po6ku camoi indopmaii;

e uis 3a0e3neueHHs 30epexeHHs pe3epBHUX KOMiii NOBMHEH OyTH 3aCTOCOBAaHHi KOMILIEKC
opranizauiiuux i piznunnx 3axozis saxucry Bix HCJJ;

e HOCIi, Ha sKi 3MIHCHIOETECA PE3EPBHE KOMIIOBAHHS, OBHHHI PETYJISPHO NMEPEBIPITHCS HA
BiJICYTHICTh MEXaHi{YHUX MOLIKO/DKEHb, 300iB JIOTi4HOI CTPYKTYPH, (paiiioBoi cucTeMy;

e TOBHMHHI IPOBOJMTHCS PETyJIAPHi NEpPeBipKy MPOUEAYP BIIHOB/ICHHS aHHX.
6.7. Diznunnii 3aXHCT NpUMilleHb i TeXHIYHUX 32¢00iB

6.7.1. Posmimenns ICII[[u Ta OXopoHa NpuMillleHb, B fKHX BeleTscs pobora 3
NepCOHAIBHAME JaHMMH TIOBHHHI 3a0e3ledyBaTH 30epexeHHs HOCIiB IepCOHANBHUX NaHMX i
3ac06iB 3aXHcTy iHpOpMaLlii, a TAKOK BHKIIOYATH MOXK/IHBICTh HEKOHTPOJILOBAHOTO IIPOHMKHEHHS
a60 nepeGyBaHHs B LMX IIPAMIIEHHIX CTOPOHHIX 0Ci6.

6.7.2. BUKOHAHHS BUMOT LIO/I0 BUKITIOUEHHS MOXUIHBOCTI HEKOHTPOJIEOBAHOTO IIPOHUKHEHHS
abo nepcbypanns » mnpumimennax ICII[ln croponHix oci6 peanisyeTses 3AilicHEHHSM
opraHiauiiHEX i TeXHIYHHX 3aXOAiB W00 CTBOpeHHs KoHTposisoBanoi 3omm (K3) TOB
«BOPI'OBA ATEHLIIA (ITPUCTAB YKPATHA».

6.8. BukopHcTaHHS 32c006iB AHTHBIPYCHOI0 3aXHCTY

6.8.1. IlincucTeMa aHTHBIDYCHOTO 3aXHCTy peEali3yeTbCs IUIAXOM BIPOBA/PKCHH:A
CTIELiabHOTO AHTHBIPYCHOTO MPOrpaMHOro 3aGesneveHHs Ha poOOYMX CTaHNIAX i cepBepax

ICTIAn.
6.8.2. 3aco6u aHTHBipYCHOIO 3aXKMCTy MPU3HAYEH] VIS peati3allii HaCTYHUX (YHKLIN:
e  aHTUBipyCHE CKaHyBaHHSI,
e  ONOKyBaHHS WIKIIJIMBHX NPOrpam;
e  aBTOMAaTHM30BaHE OHOBJICHHS aHTHBIPYCHHX 6a3;

e OOGMEXKEHHs NpaB KOPMCTYBauya Ha 3MiHY HaJalITyBaHb AHTHBIPYCHOrO MPOrpaMHOro
3a0e3MeYeHHs;

e  aBTOMATHYHMI 3aIyCK OAPasy MiC/is 32BAHTAXKEHHS ONepallifHOi CHCTEMH.
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6.8.3. Ilpo Bci Bumagku 300iB aHTHBIPDYCHOrO NPOrpaMHOro 3a0e3nedeHHs (MOABU
TIOBiIOMJIEHb NPO TMOMWIKH), KOPHCTYBa4y IOBHHEH HeraifHo moBinomistd ¢axieuie Biggimy
iH(popMaLifHUX TEXHOJIOTIH,

7. BxnBanus 3axoiiB y pa3si BusiBjeHHs (akriB nopywenHs Bumor Oesnexn ingopmauii,
PO3IJIsiA i CKJIaiaHHS BHCHOBKIB 32 (pakTaMH NOpyLIeHHS BHMOT 0e3nexkH

7.1. Ocoba, sika BusBAIa GakT NopyLIeHHS BUMOT Oe3neku iHpopMallii, HeraiiHo nMoBigomIIsie
npauisHukiB Bigainy IT npo ¢akr nopymeHHs.

7.2. Y Bunajkax BUsBJIeHHs nopyuieHs npu o6podui [1/{a B ICI1/H HeoOXinHO:

e HeraiiHo npunuauTH 06pobKy [1/11 B ICI1/IH, ne BUABNECHI NOPYINEHHA Ta BXXUTH 3aX0/H 10
X yCyHEeHHs;

® Oprai3yBaTH B YCTaHOBJICHOMY MOPAIKY PO3CIIiyBaHHS NPHYHH i YMOB MOSBH MOPYLIEHb
3 METOIO HeJONMyILIEeHHs iX Ha/lalli Ta IPUTATHEHHS 0 BiANOBIAAIBHOCTI BUHHUX OCi6.

7.3. BigHoBneHHsA poO6iT HO3BOJAETHCA TUIBKH ICHAA YCYHEHHS IOPYIICHb Ta IEPEeBipKH
JOCTaTHOCTI Ta €(EKTMBHOCTI BXHMTHX 3aXOJiB, BIANMOBIAHOCTI iX BHMOraM HOPMaTHBHHX
JOKyMeHTiB mozo 3axucty I1/1H.

7.4. TlopAnoK MpoBeNeHHs PO3CIiAyBaHHA MPHYMH i YMOB BUHUKHEHHS MOPYLIEHHS BHMOT
(HCJ no I1/1H) Bu3HaYa€eTHCS OKPEMUMHM JIOKATHHUMH HOPMaTUBHUMU aKTaMu TOBapuCTBa.

7.5. Y punankw, sxmo BHachinok HCJI I1/Tx Oynu MomubikoBaHi a00 3HHINECHI, 3MiHCHIOETHCA
BigHoBeHHA [1/IH 3 pe3epBHOI Kormii.

8. Bumorn 1o nepconanay mopao 3abesnevenns zaxucry [1/1n

8.1. Ilpu BcTyni Ha mocajgy HOBOrO TpalliBHHKA, Oe3nocepeHill KepiBHUK CTPYKTYPHOTO
HipO3Jily, [0 9KOro BiH HAAXOAMTEL, 3000B'd3aHMii OpPraHizyBaTH MHOro O3HAWOMIIEHHS 3
MOCaJIOBOIO iHCTPYKLI€I0 Ta HEOOXiMHMMHM NOKyMEHTaMH, LIO PerjaMeHTYIOTh BHMOTHU MIOJO
zaxucty [1/1a. [IpauiBauku Bigaury IT, HaByaloTh HaBHYKaM BUKOHAHHS MPOLEAYP, HEOOXITHUX
JUIst BUKOHaHHs BUMor oo 3axucty [1/1x B ICITH.

8.2. CniBpoOiTHUKY MOBHHHI JOTPUMYBATUCS, BCTAHOBJIEHHX OpraHi3aliifHO-pO3Nopa YuMH
JIOKYMEHTaMH, BUMOT N0 peXxuMy oOpoOKH MepcCOHaIbHHUX JaHMX, 00Ky, 30epiraHHs, nepenadi
HocCiiB iH(opMalii Ta 3a6e3neuenHs Gesnexu [1/1H.

9. llloao o6aiky onepauiii, noB’A3aHUX 3 00pOOKOI0 MEPCOHANBHHX AAHHX
9.1 3 BONOALTBELIEM/PO3NOPAIHAKOM NIEPCOHATBHUX JAaHHX 30epiracTees iHGopMaris npo:
— JaTy, 4ac Ta JKepeno 30upaHHs MepCOHANTBHUX AaHUX Cy0’ €KTa;
= 3MiHy NEPCOHAJIBHUX OAaHHX;
- IICPCI‘JISII[ nepconanmmx ga}mx,

— Gynp-sKy nepegady (KOMilOBaHH:) MIEPCOHAIBHUX JaHUX Cy0’€KTa;
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— ATy Ta 4ac BH/ANIeHHs 200 3HWIIEHHS NePCOHANIBHUX NaHHX;
— MpaliBHUKA, KK 30IMCHAB OZHY i3 yKa3aHHX ONepailii;

— MeTy Ta MiICTAaBH 3MiHH, IIEPETJISLY, Nepeadi Ta BANAICHHS a00 3HHUIICHHS NEPCOHABHUX
JAHUX.

9.2 BunaneHHs a00 3HMILEHHS NEPCOHAILHUX JIaHHUX Y pasi:

1) 3akiHueHHs CTPOKy 30epiraHHs JaHWX, BH3HAYCHOIO 3rOJIOK0 CY('€KTa MepCOHANBHUX
JaHuX Ha 06poGKy IUX NaHUX ab0 3aKOHOM;

2) NpUNMHEHHS MPABOBIAHOCHH MK CYG'€KTOM MepPCOHANLHUX JAaHMX Ta BOJNOJLTBLEM Ui
PO3MOPSTHAKOM, SKIIO iHIIE He epeIbaueHo 3aKOHOM;

3) BUJAHHA BiNOBiIHOrO NpHUNKCY Y IOBHOBAXEHOro a60 BU3HAYEHNUX HUM II0CAI0BHX OCi6
ceKpeTapiaTy YIIOBHOBaXXEHOr0;

4) pabpaHHs 3aKOHHOT CHJIY PILICHHAM Cy/y LIO/0 BUAAICHHA ab0 3HAIEHHA EPCOHAIBHUX
JaHUX.

9.3 Ipo 3MiHy, BUJAICHHSA Y¥ 3HALICHHA IEPCOHATBHUX NaHUX a00 OOMEXEHHs NOCTYILy /10
HAX BOJOJIIEIb NEPCOHANLHHX JaHMX nporsroM 10 poGoumx nHiB mosimomsse cy6'ekra
TIepPCOHANBHHUX JAHHMX, a TAKOXK Cy0'€KTiB BiTHOCHH, NOB'A3aHHX i3 IEPCOHAILHUMH TAHUMH, SKUM
ui gani 6yno nepeaaHo.

9.4 O6oB’a3K0Be 30epiraHHs BCiX HOCIiB iH(oOpMawii, Ha AKKUX 3a(iKCOBAHO B3aEMOIIO i3
CIIOXKMBadeM, HOro Onu3bKMMH o0co0amu, TNPEACTABHHUKOM, CHAJKOEMILEM, IOPYIHTENEM,
MaifHOBMM mopyumuTeJieM abo TpeTiMu ocobaMu, B3aEMOIis 3 AKUMH nepeabadeHa 10roBOpoM Mpo
CMIOXXMUBYMM KPEIOWT Ta SAKi HAJAIM 3roJy Ha TaKy B3a€MOMiI0 (y TOMY YHCIi 3a JONOMOTOO
TEXHIYHHX 3ac06iB), MPOTATOM TPHOX POKIB MiCJIs TAKOT B3a€MOIii.

10. «IIpununeHHs» 00pOoOKH NEPCOHAILHHX AAHHX

10.1 SAxmo mia yac nepumioi B3aeMoil KOJEKTOPChKOT KOMIaHii 3 TaKOIO TPETBOIO 0COGOI0
BOHa BHCIOBMIA 3a60pOHY Ha 3ailicHeHHs 00poOkM ii NMEepCOHANbHMX AAaHHWX, KOIEKTOPChKa
KOMIIaHisi 3060B’13aHa HeraiiHO PUITMHATH 3](iHCHEHHA TaKoi 06pOOKH.




